Improving NAT/Software compatibility through

Flexible NAT Emulation Software
CSCl 710
Jeremy Beker

Abstract

The introduction of Network Address Translation (NAT) devices into the Internet, while serving
many important functions, has added complexity and variability to the behavior of networks.
Testing network applications to behave properly when using NAT devices with different
behaviors is a challenge for developers. This project aims to develop a tool which can be used
by developers to easily emulate the behaviors present in NAT devices in a simple, user-mode
application.

Motivation

By their very nature, NAT devices violate the end-to-end principle that is often assumed by
developers of applications designed to run on the Internet. The transformation of IP address and
port information during transit adds design problems and testing problems for developers and
users. This problem is compounded by the variability in NAT operations. Quoting from RFC
3424,

From observations of deployed networks, it is clear that different NAT box
implementations vary widely in terms of how they handle different trafPc
and addressing cases.

The different behaviors exhibited by NAT devices on the Internet with regards to UDP traffic,
whether purely software based or embedded in consumer devices, have been classified in RFC
4787, Network Address Translation (NAT) Behavioral Requirements for Unicast UDP. This
document outlines both the range of observed behaviors and best practices recommendations for
NAT device manufacturers to follow.

The impact of this variability has a disproportionate effect on UDP based services due to the lack
of well defined connection information that exists for TCP streams. The variability makes

testing software difficult if not impossible due to time or financial concerns. This research will
attempt to address this problem.

RFC 4787 serves two purposes. First, it classifies the different behaviors that are seen in existing
NAT devices. Second, it makes 14 best-practice recommendations for UDP behavior. The
primary recommendations cover the methods by which internal to external host mappings are
created, how port number mappings are created, and what filtering takes place on inbound
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packets destined for hosts behind a NAT device. In defining these recommendations, the authors
of the RFC outline the different possible behaviors that NAT devices may exhibit.

The goal of this project is to develop a tool which will allow developers of UDP based services
which must operate in environments where NAT devices are common to test under circumstances
that they may encounter. The tool will allow the developer to use a single Linux server to mimic
the behaviors outlined in RFC 4787 used by different types of NAT devices. This will allow the
developers to test under more real world scenarios and improve the quality of their applications.

The tool for this project will be developed as a user-mode Linux application for ease of

development and expansion. Its goal is to provide consistent implementation of RFC 4787 while
potentially sacrificing performance.

NAT Behaviors

Before looking at the tool itself, it is critical to understand the different types of behaviors that
are exhibited by different NAT devices seen on the Internet. These differences vary from device
to device and manufacturer to manufacturer.

Address and Port Mapping

Address and port mappings form the core of a NAT Y1 Y2
device. They determines the way in which an
internal IP address/port combination is mapped to an
IP Address/port combination on the external External
interface of the NAT device. Using the figure, a

Y1yl Y2:y2

mapping represents a transformation that takes an Xtac 222
internal connection from ho3tand porx to host + el | ____________
Y1 and portyl and transforms it an external \ /

connection from host10and portx10 to hostY1 Internal Xix Xix

and portyl.

When a new connection is made to an external host,
the NAT device must determine if a new mapping Address and Port Mapping
will be created or if a previously defined mapping

will be reused. How the NAT device handles the

allocation and sharing of these maps is a critical feature of a NAT devices behavior.

RFC 4787 defines three distinct mapping methods.

Endpoint-Independent Mapping:
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The NAT reuses the port mapping for subsequent packets sent from the same
internal IP address and poX:x ) to any external IP address and port.
Specifically,X1:x1' equalsX2:x2' for all values ofy2:y2 .

Address-Dependent Mapping:

The NAT reuses the port mapping for subsequent packets sent from the same
internal IP address and poX:x ) to the same external IP address, regardless of
the external port. Specificall}(1:x1'" equalsX2:x2' if and only if,Y2
equalsyl.

Address and Port-Dependent Mapping:
The NAT reuses the port mapping for subsequent packets sent from the same
internal IP address and poX:x ) to the same external IP address and port while
the mapping is still active. Specifical)gl:x1' equalsX2':x2' if and only
if, Y2:y2 equalsyl:yl .

Port Assignment

Port assignment determines the way in which the Y1 Y2
NAT device chooses the external port number when
a new mapping is created. This involves how the
port number is initially selected and the behavior if
their is a collision with a previous mapping.

Y1:y1 Y2:y2

External

The following methods are defined.

Internal

Port Preservation

X1:x1 X2:x2

The NAT device attempts to maintain the X1 X2
internal port on the external interface (i.e.
x1=x10 andx2=x20 ). If a collision
occurs, the NAT device may try to choose a
different external IP address if multiple are
available or if that is not possible, a new port will have to be selected (breaking
the preservation property).

Port Assignment

Port Overloading

The NAT device ignores all previous mappings and will always assign the same
external port as internal port. This has the potential to create collisions and will
cause many applications to fail.
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No Port Preservation

The NAT device makes no attempt to maintain the same value between the
internal and external port.

Port Parity
An additional facet of port number selection is parity if a new port number must be selected. If
port parity is enabled, the NAT will attempt to select an even port number if the internal port is
even and an odd port number if an odd port number is requested.
Mapping Refresh
Given the connectionless nature of UDP sessions, a critical feature of a NAT is how long a
mapping exists after a packet has traveled through the NAT to allow for subsequent packets to be
returned through the NAT to the original sender. In addition, what events can cause the lifetime
of the mapping to be extended. The overall lifetime is specified as a number of seconds after the
last triggering event.
Map lifetime may be refreshed in several situations:
Outbound packet only

This mode causes the mapping rule to only be updated when the internal sender

transmits a new packet to the receiver. This mode requires that in order for the

internal host to continue to receive packets back from the external host, the

internal host must send regular data to the external host to keep the mapping alive.
Inbound packet only

This mode causes the mapping rule to only be updated when the external host

sends packets to the internal host. This has the danger of allowing an external

host to keep the mapping alive indefinitely.
Both inbound and outbound packets

Packets traveling in either direction will keep the mapping alive.

Never

This is a degenerate case. The mapping lifetime is never extended and will only
last a fixed amount of time after the first packet is sent from the internal host to
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the external host. Using this option will most likely result in an application
failure.

Filtering behaviors

Filtering behavior determines whether and how a Y1 Y2
NAT device matches packets coming from an

external host to the NAT should be forwarded back
to an internal host based on its mapping rules. External

Z1:z1 72:z2

X1:x1

Filtering rules mimic the earlier mapping rules: +

Endpoint-Independent Filtering

Internal X:x

If a mapping exists with the external IP and
port X1:x1 , then any packet received from
any host will be forwarded back to the

internal host aK:x . Filtering Behavior

Address-Dependent Filtering

If 2 mapping exists from the internal hdSk to the external hostl atZ1:z1
throughX1:x1 , any packets from the hogL to the NAT device aX1:x1 will
be passed back ¥ix . However, all packets from2 will be rejected.

Address and Port-Dependent Filtering

If a mapping exists from the internal hdsk to the external ho3fl atZ1:z1
throughX1:x1 , only packets from the host and paitz1 to the NAT device at
X1:x1 will be passed back 9:x .

NAT  frmmmmmmmm -
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Hairpinning

X1":x1 X2"':x2
Hairpinning is a behavior that determines whether 1 NAT
two hosts behind the NAT device can communicate
to each other through the external address of the  nternal
NAT device.
The behavior determines if hosi can
communicate to host X2 using the addresses Xt e
X10:x10 andXx20:x20.

X1 X2
System Architecture
Hairpinning

The tool that | have developed is entitled flexXNES,

for flexible NAT EmulationSystem. The

architecture of flexNES can be broken down into several distinct portions: Packet reception,
packet parsing and transmission, system configuration, system runtime state, and core packet
logic. In flexNES, each of these logical units is implemented as a C++ class encapsulating the
functionality and providing a clean, concise interface for use by the other application
components.

System Conbguration - fnOptions

The system configuration component is responsible for parsing and validating the user-supplied
command line arguments. It validates the options and maintains an internal representation of the
user requested options. These options are then accessible to all of the other application
components through standard getter methods.

Core Logic - fnCore

The core logic component of the application consists of a process control loop which orchestrates
the overall operation of the application. These steps include:

¥ Initial capture of packets

¥ Creation of the internal packet representation
¥ Transformation map creation/lookup

¥ Transformation of packet

¥ Transmission of packet

The actual implementation of most of these functions is contained within other system objects
but the overall flow of the application is driven from the core.
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Packet - fnPacket

The implementation of NAT requires that the application modify packets at both the IP layer and
the UDP layer. flexNES must also maintain housekeeping information about each packet as it
passes through the system (i.e. network interface on which it was received, network interface on
which it will be transmitted). The fnPacket object represents a packet as it moves through the
flexXNES application and provides the operations required to fully manipulate and then send the
modified packet to its final destination. These operations include:

¥ Parsing of packet received via the kernel

¥ Manipulation of source and destination IP address and ports
¥ Recalculation of header and data checksums

¥ Retransmission of packet

Although this iteration of the flexNES application only performs NAT on UDP packets, the
fnPacket object is designed to support additional transport layer protocols via overloaded
methods.

Runtime State - fnState

The state of the system represents the most critical portion of the application. What hosts have
already communicated through the NAT? To whom have packets been sent?  How should this
packet be transformed before it is sent? The answers to these questions are contained within the
fnState object. The state of the current NAT mappings and the creation of new mappings are tied
together very closely. This drove the decision to implement the data store and the business logic
within the same object.

In its data storage role, the fnState object keeps track of two sets of data for UDP connections.

¥ The list of active NAT mappings
¥ The list of in-use ports

The active NAT mappings contains information about the protocol of the connection, the internal
source and destination of a connection as well as the transformed source and destination of a
connection. The internal and external interfaces the connection uses are stored along with the
last activity time of the connection.

The list of in-use ports is an accounting requirement to ensure that two NAT mappings do not use
the same external UDP port number.

fnStateOs also is responsible for the creation of new mappings and the locating of existing
mappings based upon the configuration set by the user (and stored in the fnOptions object).
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Implementation Details

flexXNES is implemented in C++ with strong reliance upon the STL system libraries. Each of the
primary classes are implemented using the singleton design pattern allowing for the benefits of
object oriented design while also allowing for global access to a single instance of each
throughout the application.

In-code documentation is done using the Doxydeal. This allows for APl documentation to

be embedded within the actual source code. Like Javadoc, this documentation can be extracted
from the source code and converted into HTNL documentation. A link to the online
documentation is provided at the end of this report.

A critical design element throughout the code was the separation of the different protocols so that
they can be handled within the framework without significant overhead. This will allow for
future growth of the application to handle additional protocols beyond the original UDP.

Command Options

Configuration:
. --help This help
flexNES has the foIIowmg --internal arg Inside interface

configurable behaviors which --external arg External interface

; ; --filter_method arg Filter Method [ind|addr|port]
map dlrectly to the behaviors --map_method arg  Mapping Method [ind|addr|port]

discussed earlier. --port_assign arg  Port Assignment Method
Additionally, the user must --port_parity Port Parity Enforced

: - --hairpin Hairpinning allowed
SpECIfy the internal and --map_lifetime arg Map Lifetime
external interfaces to be used
by flexNES.

Packet Capture

In order to retrieve packets directly from the Linux kernel prior to any manipulation, flexNES
utilizes the Netfilter queddibraries. These libraries allow a user-mode application to receive
packets from the kernel as specified by iptables filtering rules. For the flexNES application, the
goal is to get the packets as soon as possible after being received by the system. This is
accomplished by intercepting packets at the PREROUTING stage moftigletable, which is

the first place iptables sees a packet. An example iptables rule is shown here:

[root@bywater src]# iptables -t mangle -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
QUEUE  udp -- anywhere anywhere
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In this example, all UDP traffic is captured by the flexNES software with the potential of being
rewritten. More complex setups can be created where only certain traffic is captured for the

application.

Packet
arrives via
iptables

Determine packet
direction

outbound inbound

Look up in Existing
maps

Look up in Existing
maps

no\

Choose external no

address/interface
yes T Drop packet yes

Choose external

port
yes
; \ /
Transform Packet [« Create map entry Transform Packet
T T f
Update map Update map
*
. Is hairpinning
Is packet destined yes on?
for external addr?
no \
Send Send
Packet Drop packet Packet

Packet Processing
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Packet Processing

Upon receipt of a new packet, flexNES examines the packet source and destination to determine
the proper actions to take. The flowchart above outlines the steps and decision points the
application follows from start to finish.

Packet Transmission

Netfilter queue does allow for the modification and retransmission of packets. Unfortunately it
is only able to modify the contents of the packet, not which interface the packet will eventually
be transmitted on. Due to this limitation, flexNES must use a different method for packet
transmission. In operation, flexNES instructs iptables to drop all packets after it has read in the
data. The packet is then retransmitted using another library.

The libNET libraries provide a generalized packet creation and transmission interface. It allows
for the creation of arbitrary packets at any level of the network stack. It also allows for the
critical function of being able to specify which interface the packet will be transmitted on. This
combination of features matched the needs of flexNES perfectly.

Key Data Structures

Map entries
typedef struct _nat_map_entry

Thenat_map_entry  structure is the std::string! | in_interface:

primary data structure for flexNES. It is Stdiférir:g! ! I out_interf?ce;
. . . uintle_t! ! protocol;

used to maintain all of the active time. {1 ! activity:

|

|

i

connection information for the running !
system. The structure is designed to be : union

expandable to support many protocols, |

although UDP is the only one used in this !

implementation. |

|

{

! udp_packet_tuple inside_udp;

! tcp_packet_tuple inside_tcp;

! icmp_packet_tuple inside_icmp;
}

Representations of a connection are kept ! union
from both the internal and external point oﬁ
view. Both views are required to match |
packets traveling in either direction througl‘iw
the NAT. \

udp_packet_tuple outside_udp;
tcp_packet_tuple outside_tcp;
icmp_packet_tuple outside_icmp;

[

} nat_map_entry;
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Packet Address Tuples
typedef struct _udp_packet_tuple

Theudp_packet_tuple structure

! uint32_t! src_ip;
(as well as its siblings, ! uint16_t! src_port;
t ket tupl d ! uint32_t! dest_ip;
.Cp_pac SLIUPE an. ! uint16_t! dest_port;
icmp_packet_tuple ) is used } udp_packet_tuple;

throughout the application to represent the
generalized concept of a OconnectionO
between two hosts.

Testing

Testing for flexXNES was done using two
physical computers attached via ethernet.
To simulate the "internal” network, one of
the hosts utilized VMwarewith a host-only
network. The VMware host computer acted
as the flexNES router and performed NAT
operations on packets exiting the "host
only" VMware network destined to hosts on
the external physical ethernet network.

Internal
Hosts

External hosts | flexNES

™ Internal
Hosts

VMware

Network Conbguration

Testing of UDP traffic was done primarily

using the UDP echo functionality and the netadtity. Incidental testing utilized other UDP
based protocols such as DNS. Traffic monitoring was conducting using the WiPestitiek
package.

Future Work

As the goal of this project was tailored to only UDP applications, the obvious next steps for
flexXNES is to implement the functions that will allow it to perform NAT operations on TCP
streams. As discussed in the architecture section, the application is already designed to support
multiple protocols. This would allow for the implementation of TCP stream translation by
implementing the appropriate methods.

Performance is also an area where the application can be improved. The mapping structures are
simple linear lists. While this is acceptable for simple testing, if a large number of active
sessions must be supported, the lookup conducted for each packet passing through flexNES will
become a bottleneck. A more efficient organization of maps is required.
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Source Code and Documentation

An archive of the flexNES source code and source code documentation can be found online at
<http://www.confusticate.com/school/cs720

Conclusions

Unfortunately, the real life Internet is a far more complex system than is presented in the abstract
definitions and material taught to most developers. The introduction of NAT devices and

firewalls has added complexity that not all developers are aware of or ready to test against. This
project and the development of the flexNES application clearly provides a useful tool to assist
these developers with writing applications that are flexible and adaptable to deal with the various
situations their applications will run across. The flexibility of flexNES and its ease of use by
developers makes it a simple tool that can be used to test a wide range of UDP applications. And
its expandability to support additional protocols gives it room to grow to fit other needs. |

believe this is a critical component to producing quality software that operates in real-life
environments.
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